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Trends For 2024

In 2024, the United States and international partners will continue to focus on global financial
integrity, closing regulatory loopholes, and holding evaders of sanctions and trade controls and
their facilitators accountable to make the sanctions and AML/CFT regimes more effective. The
international community will focus on five major priorities in 2024:

Continuing to limit Russia’s revenues and ability to conduct its war in Ukraine using sanctions
and strategic trade controls.

Stopping China’s aggression by imposing additional trade controls and preventing Beijing
from obtaining sensitive technologies vital to national security.

Impeding financial flows to terrorist groups such as Hamas, Hizballah, the Huthis, and
other terrorist organizations Iran uses as proxies, as well as mitigating the threat of other
methodologies terrorist groups use to receive funds.

Targeting illicit actors, such as ransomware groups, terrorist organizations, and fraudsters in
the cryptocurrency space.

Promoting risk mitigation and protecting global financial integrity through the convergence
of sanctions and AML/CFT compliance with combating fraud and other financial crimes.

This list is by no means exhaustive, and the current volatile global environment can prompt changes
in regulatory priorities, as well as increase focus on additional concerns. This assessment is based on
current events and official statements.

&S






1. Russia Sanctions

The United States and international partners this year will continue to focus on global financial
integrity, closing regulatory loopholes and holding evaders of sanctions and trade controls, as well as
their facilitators, accountable. These efforts are likely improve global sanctions and AML/CFT regimes
and make them more effective.

- Guidance provided by the Price Cap Coalition is intended to help industry stakeholders reduce
their exposure to Russian attempts to evade the restriction on Russian oil. The Coalition wants
to force the Kremlin to make a choice: continue to abide by the price cap or spend billions of
dollars to build an evasion ecosystem that will cut the profits from its oil exports. The United
States and partners are also likely to increase their focus on Russia’s “shadow fleet” of vessels,
used to transport Russian-origin oil above the $60 per-barrel price cap. Another potential
requirement that could be approved in 2024 concerns more detailed financial reporting about
shipments of Russian crude.

« Recent designations also indicate that OFAC will continue targeting individuals and entities
in Russia and other countries that facilitate Moscow’s access to critical technologies to help
its military conduct the war in Ukraine. Treasury will almost certainly focus on entities in the
technology sector, target Russia’s domestic industrial base, and work to cripple Russia’s ability
to finance and equip its military by imposing sanctions on third-country supply chains and
transshipment points.

- The EU has implemented its 12th package of sanctions against Russia, including sanctions
targeting Russia’s diamond industry, banning not just natural diamonds, but also diamond
jewelry. The latest package expands the list of restricted items that could contribute to the
technological enhancement of Russia’s defense and security sector to include chemicals, lithium
batteries, thermostats, DC motors and servomotors for UAS, machine tools, and machinery
parts. The EU also is prohibiting Russian nationals from owning or controlling cryptocurrency
service providers, including entities providing crypto-asset wallet, account or custody services
to Russian persons and residents, in an effort to close possible loopholes Russia uses to evade
sanctions.

The multinational Russian Elites, Proxies, and Oligarchs (REPO) Task Force will continue to identify
and seize sanctioned Russian assets and separate legislative efforts in the United States and the EU
propose to use those assets or taxes on those profits for Ukrainian reconstruction.

The US Commerce Department’s Bureau of Industry and Security (BIS) will increasingly target
entities that seek to undermine strategic trade controls by placing them on its Entity List and issuing
temporary denial orders to deny export privileges for individuals and entities that facilitate Russia’s
access to goods and technologies that support its military.

The US Justice Department will more aggressively enforce sanctions and regulations focusing on

international supply chains, banks involved in trade finance, and prosecuting individuals and entities
facilitating Russia’s access to restricted goods and technologies.


https://home.treasury.gov/news/press-releases/jy1797
https://home.treasury.gov/news/press-releases/jy1815
https://www.rferl.org/a/wider-europe-eu-sanction-russia-eastern-parnetship-jozwiak/32712705.html
https://home.treasury.gov/news/press-releases/jy1494
https://www.consilium.europa.eu/en/press/press-releases/2023/12/18/russia-s-war-of-aggression-against-ukraine-eu-adopts-12th-package-of-economic-and-individual-sanctions/
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2. China Trade Controls

The United States in 2024 will probably ramp up enforcement efforts of trade controls and
sanctions against China and increase interagency coordination to enforce greater compliance.

The US Commerce Department will add entities in China that it assesses pose a significant risk of
involvement in activities contrary to US national security or foreign policy interests to the BIS Entity
List. The international community is focused not just on national security concerns, but also human
rights violations in China’s Xinjiang province.

« As Chinese firms find workarounds for restrictions of semiconductors, microchips, and other
controlled technologies through smuggling, using intermediaries, and accessing cloud services,
regulators will almost certainly work to find the entities involved and block them from accessing
restricted technologies. Cloud computing may also be a target of regulatory response, with a
possible ban on the provision of cloud services that use advanced Al processors to customers in
China, or at least a requirement for government authorization before providing these services to
China, according to media reports.

« The US Department of Homeland Security will continue adding companies to its own Uyghur
Forced Labor Prevention Act (UFLPA) “Entity List"that identifies entities working with the
government of the Xinjiang Uyghur Autonomous Region in China to recruit, transport, transfer,
harbor or receive forced labor or Uyghurs and other persecuted groups. Increased enforcement
of the UFLPA will almost certainly result in more shipments being detained at the US border,
costing importers of high-risk products such as textiles, electronics, metals, machinery, and solar
panels billions of dollars. The “substantial volume” of clothing tainted by Uyghur forced labor
from Xinjiang may also result in new regulations that will impact brands that are identified to be
at high risk of sourcing apparel linked to forced labor.

- TheTaliban recently began exploring the creation of a mass-surveillance network in Afghanistan,
consulting with Chinese telecommunications equipment maker Huawei about potential
cooperation. Huawei already faces numerous restrictions, including effective prohibitions in
the United States, Australia, Japan, UK, and other countries from building their 5G networks.
European countries and others that have already imposed sanctions against Taliban officials for
links to human rights violations may also target the group for mass surveillance.

« German Economy Minister Robert Habeck wants to tighten the country’s process for reviewing
foreign investments with a new law that would, among other things, obligate investments
in which an investor gains access to a domestic company’s goods or technologies through
contractual agreements, to be audited. The Biden administration also seeks to tighten
investment controls to limit US investment in technology sectors in countries “engaged in
comprehensive, long-term strategies that direct, facilitate, or otherwise support advancements
in sensitive technologies and products that are critical to such countries'military, intelligence,
surveillance, or cyber-enabled capabilities”

China'’s President Xi Jinping recently stated that China’s reunification with Taiwan is “inevitable,"and
although Xi made no threat of military action, the stronger tone and the military pressure in which
China has engaged in an effort to intimidate Taiwan during the past year may lead the West to
impose further restrictions on goods and technologies to stem China’s aggression.

More controls on technology exports to China will almost certainly be implemented in 2024,
according to US Commerce Secretary Gina Raimondo, including possible restrictions on
biotechnology and quantum computing. As technology changes and technology companies
adapt to new restrictions, the Commerce Department will continue to develop novel approaches to
prevent China’s access to these tools and technologies.



https://www.wsj.com/articles/u-s-looks-to-restrict-chinas-access-to-cloud-computing-to-protect-advanced-technology-f771613?mod=djemalertNEWS
https://www.dhs.gov/uflpa-entity-list
https://www.shu.ac.uk/helena-kennedy-centre-international-justice/research-and-projects/all-projects/eu-apparel
https://www.reuters.com/world/taliban-weighs-using-us-mass-surveillance-plan-met-with-chinas-huawei-2023-09-25/
https://www.reuters.com/markets/europe/germany-wants-tighter-foreign-investment-controls-amid-china-de-risking-2023-08-20/
https://www.govinfo.gov/content/pkg/FR-2023-08-11/pdf/2023-17449.pdf
https://www.reuters.com/world/asia-pacific/china-calls-taiwan-president-frontrunner-destroyer-peace-2023-12-31/
https://www.cnbc.com/2023/12/05/commerce-sec-raimondo-us-export-controls-need-to-change-constantly.html
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3. Terrorist Financing

The war between Israel and Hamas has renewed scrutiny of how terrorist organizations finance
operations. A bipartisan group of senators in the United States is hoping to give the Treasury
Department more authorities to sanction companies that finance “foreign terrorist organizations,’
supplementing existing guidelines that focus on specific groups, such as Hizballah. The Financial
Action Task Force (FATF) has recently published a report analyzing crowdfunding as a method
terrorist and extremist groups use to raise funds. (Read DOLFIN's Expert Insight on terrorist use of
crowdfunding platforms.)

The role of cryptocurrency is also being scrutinized as a way for terrorist groups to finance their
operations, and although virtual currencies represent a small portion of terrorist fundraising efforts,
legislators in the United States and abroad are examining ways to impose tighter controls on virtual
assets, according to the Congressional Research Service.

« Hamas in 2019 engaged in a cryptocurrency donation campaign that resulted in the seizure
in 2020 of several websites and 150 cryptocurrency accounts linked to the group’s armed
wing. In connection with these enforcement actions, the Justice Department charged two
foreign nationals with money laundering crimes related to their involvement in converting
cryptocurrency into other forms of value. US enforcement actions in 2023 revealed that Qassam
Brigades since at least 2019 used cryptocurrency exchange Binance to facilitate cryptocurrency
transactions. (Read DOLFIN's report on the investigation and prosecution of Binance.)

« TheTreasury Department’s Financial Crimes Enforcement Network (FInCEN), along with 12
international financial intelligence units (FIUs), has formed a task force to strengthen efforts
to disrupt international financial flows to Hamas and other terrorist organizations. Led by four
co-chairs, including the FIUs from Germany, Israel, and the Netherlands, the members of the
task force will work to enhance financial intelligence gathering and sharing, share FIU best
practices and lessons learned, and strengthen and facilitate working relationships between FIUs,
competent public authorities, and the private sector to combat the financing of terrorism.

« The US House of Representatives Financial Services Committee has advanced 11 bills that
would further penalize Hamas and Iran for their role in the terrorist attacks on Israel. The UK
has implemented a new law which increases the authorities of the National Crime Agency
to compel businesses to surrender information about possible money laundering or terrorist
financing.

The US government has been working with foreign allies to coordinate actions against Palestinian
militant groups, such as Hamas and Palestinian Islamic Jihad. OFAC in November, in coordination

with the UK, designated Hamas operatives and financial facilitators, and in May added officials and
companies involved in managing Hamas's secret international investment portfolio to the SDN list.



https://themessenger.com/politics/bipartisan-senate-group-seeks-expansion-of-sanctioning-power-for-financing-terror-groups
https://www.fatf-gafi.org/en/publications/Methodsandtrends/crowdfunding-for-terrorism-financing.html
https://app.dolfin.org/finhub-article/terrorist-use-of-crowdfunding/
https://crsreports.congress.gov/product/pdf/IF/IF12537
https://app.dolfin.org/finhub-article/binance-settles-with-regulators-worlds-largest-cryptocurrency-exchange-to-pay-record-fine/
https://www.fincen.gov/news/news-releases/counter-terrorist-financing-taskforce-israel-ctfti-fiu-task-force-public
https://financialservices.house.gov/news/documentsingle.aspx?DocumentID=409037
https://home.treasury.gov/news/press-releases/jy1907
https://home.treasury.gov/news/press-releases/jy1907
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4. Cryptocurrencies

In the aftermath of the collapses of crypto industry giants such as FTX, the “guilty” verdict in the trial
of FTX founder Sam Bankman-Fried on fraud and other charges, the historic $4.3 billion fine against
the world's largest cryptocurrency exchange Binance, and a recent statement by Treasury Deputy
Secretary Wally Adeyemo that some crypto firms are not doing enough to stop illicit transactions,
virtual assets have come under renewed scrutiny. The United States and partners expect firms
working in the virtual currency ecosystem to enhance their compliance programs, to work closely
with regulators, and actively work to prevent illicit actors from accessing their platforms and
technologies.

« FinCEN in November hosted an exchange focused on the threat posed by the illicit use of
convertible virtual currencies. FinCEN highlighted that engagement with the US private sector
plays a critical role in Treasury’'s work in identifying and mitigating terrorists’ use of our financial
system.

« FATF this year reported that jurisdictions continue to struggle with fundamental requirements in
the virtual asset space, including creating risk assessments and enacting regulations. Of the 151
jurisdictions that responded to FATF's 2023 Survey on virtual assets, more than half still have not
taken any steps to implement the Travel Rule that requires all financial institutions to transmit
information about originators and beneficiaries of virtual asset transfers.

Nations are working to develop and clarify their digital assets regulations, with several proposals and
new policies on the horizon to increase transparency and enhance compliance in the virtual asset
industry.

« FinCEN in October announced a Notice of Proposed Rule Making (NPRM) that identifies virtual
currency mixing as a class of transactions of primary money laundering concern. Mixing or
tumbling is a service popular with numerous criminal actors who seek to mingle licit and illicit
virtual assets to obscure their origins. FINCEN's proposed rule aims to increase transparency
around virtual currency mixing to combat its use by malicious actors including Hamas,
Palestinian Islamic Jihad, and North Korea.

« US Senators Elizabeth Warren, Lindsey Graham, Joe Manchin, and Roger Marshall in August
reintroduced legislation to strengthen AML/CFT regulations for the virtual asset sector. The
Digital Asset Anti-Money Laundering Act aims to mitigate the risks to national security by
“closing loopholes and bringing the digital asset ecosystem into greater compliance” with the US
AML/CFT regime.

« The EU's Markets in Crypto-Assets Regulation (MiCA) institutes uniform EU market rules for
crypto assets that are not currently regulated by existing financial services legislation. Key
provisions of the regulation cover transparency, disclosure, authorization, and supervision of
transactions. MiCA entered its implementation phase in June 2023, and the law will take full
effect in December 2024.



https://app.dolfin.org/finhub-article/binance-settles-with-regulators-worlds-largest-cryptocurrency-exchange-to-pay-record-fine/
https://home.treasury.gov/news/press-releases/jy1846
https://www.fincen.gov/news/news-releases/readout-fincen-hosts-public-private-dialogue-cyber-related-terrorism-financing
https://www.fatf-gafi.org/en/publications/Fatfrecommendations/targeted-update-virtual-assets-vasps-2023.html
https://www.fincen.gov/news/news-releases/fincen-proposes-new-regulation-enhance-transparency-convertible-virtual-currency
https://www.warren.senate.gov/newsroom/press-releases/warren-marshall-manchin-graham-renew-push-for-bipartisan-legislation-to-crack-down-on-cryptos-use-in-money-laundering-drug-trafficking-and-financing-of-terrorism-and-rogue-nations
https://www.warren.senate.gov/imo/media/doc/Digital Asset Anti-Money Laundering Act of 2023.pdf
https://www.esma.europa.eu/esmas-activities/digital-finance-and-innovation/markets-crypto-assets-regulation-mica#:~:text=The%20Markets%20in%20Crypto%2DAssets,by%20existing%20financial%20services%20legislation.




5. Convergence of Sanctions and AML/CFT
Compliance with Combating Fraud and Other
Financial Crimes

Sanctions programs and AML/CFT regimes continue to expand in breadth and complexity, resulting
in a growing overlap in the methodologies used by illicit actors. Firms and financial institutions

are increasingly integrating their compliance programs with their efforts to fight fraud. lllicit actors
exploit common methodologies to obscure the origins of funds, including the proceeds of fraud and
assets belonging to sanctioned individuals and entities. Therefore, integration of efforts, information-
sharing, and a unified approach to increasingly complex regulations, transaction monitoring, and
detection of tactics used to conceal the origins of funds and efforts to evade sanctions and other
controls are critical strategies in today’'s complex and challenging financial crime environment.

The Russian Laundromat, for example, was a financial vehicle to move misappropriated funds
out of Russia, but also involved fraudulent loans, the use of tangled webs of shell companies,
corruption, and financial transactions that helped Russian oligarchs who own companies
involved in construction, information technology, and financial services, move and spend the
funds abroad.

Mirror trades through Deutsche Bank may have helped sanctioned Russian oligarchs and close
friends of Russian president Putin and sanctioned oligarchs such as Arkady and Boris Rotenberg
divert money and evade sanctions between January 2012 and December 2015, according to
media reporting. The Rotenbergs were designated by the United States in 2014 after Russia’s
invasion of Crimea. Running concurrently with the Russian Laundromat scheme, more than

$6 billion was funneled out of Russia to offshore bank accounts located in Cyprus, Estonia, and
Latvia. The trades were completed through intermediaries on behalf of undisclosed underlying
clients providing a means for designated individuals to evade sanctions.

N


https://www.occrp.org/en/laundromat/the-russian-laundromat-exposed/
https://app.dolfin.org/resource/russian-sanctions-evasion/
https://www.bloomberg.com/news/articles/2015-10-16/putin-allies-said-to-be-behind-scrutinized-deutsche-bank-trades?sref=Pw1Mp35R
https://home.treasury.gov/news/press-releases/jl23331

Both the Russian Laundromat and the Mirror Trading scheme used sanctions evasion methodologies,
including shell companies and offshore bank accounts in offshore jurisdictions, as well as proxies and
intermediaries to move assets—common money-laundering methodologies.

Sanctions, AML/CFT, fraud, and other financial crimes share common targets and mitigation depends
on similar preconditions, including financial transparency, information-sharing, and collaboration
among stakeholders. Compliance teams can use common methodologies not only to detect
suspicious transactions, but AML research tools can also help firms and financial institutions detect
and stop the movement of illicit proceeds through their ecosystems.

In recent remarks, Treasury Assistant Secretary Elizabeth Rosenberg highlighted that collective
actions to detect, deter, and disrupt illicit finance depend on effective AML/CFT and targeted
financial sanctions regimes. These efforts can help prevent Russia from supporting its military in its
ongoing aggression in Ukraine and stop corrupt foreign government officials and kleptocrats from
moving misappropriated assets through the global financial system.

Financial integrity extends beyond financial services, and regulators are tightening controls to
strengthen the financial system writ large against abuses by illicit actors. Real estate, the gambling
industry, luxury goods, and high-value art are just some of the economic segments that are exploited
by criminals, money launderers, and sanctions evaders to hide the origins of wealth and move the
proceeds of criminal activities.

DOLFIN's online red-flag database includes indicators of money-laundering through China’s
underground banking schemes. These assets could include the proceeds of fraud or corruption, as
well as profits from illicit gambling.

List screening and transaction monitoring is no longer sufficient for an effective sanctions
compliance program, as regulators focus on enforcing regulations and penalizing those who violate
sanctions and AML laws. Combining customer due diligence, AML investigations, and comparing
methodologies can minimize risk. Aligning AML, sanctions, and fraud functions will almost certainly
result in a more efficient compliance system, an improved risk management system, and an
enhanced ability to respond to emerging threats to protect global financial integrity.

© DOLFIN Academy


https://home.treasury.gov/news/press-releases/jy1778
https://www.fincen.gov/news/news-releases/fincen-releases-commercial-real-estate-fraud-analysis-and-advisory
https://app.dolfin.org/red-flag-database/?q=Laundering%20the%20Proceeds%20of%20Crime%20Through%20Underground%20Banking%20Schemes
https://app.dolfin.org/finhub-article/sanctions-aml-blending/

